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completion of the final personnel secu-
rity determination and the completion
of all personnel action necessary to im-
plement the determination. Reports
that are required for longer periods
may be retained only with the specific
written approval of the investigative
organization.

(j) Consultation and referral. DSS sys-
tem of records may contain records
originated by other components or
agencies which may have claimed ex-
emptions for them under the Privacy
Act of 1974. When any action that may
be exempted is initiated concerning
such a record, consultation with the
originating agency or component will
be effected. Where appropriate such
records will be referred to the origi-
nating component or agency for ap-
proval or disapproval of the action.
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§322.1 Purpose and applicability.

(a) This part implements the Privacy
Act of 1974 (6 U.S.C. 552a), as amended
and the Department of Defense Privacy
Program (32 CFR part 310) within the
National Security Agency/Central Se-
curity Service (NSA/CSS); establishes
policy for the collection and disclosure
of personal information about individ-
uals; assigns responsibilities and estab-
lishes procedures for collecting per-
sonal information and responding to
first party requests for access to
records, amendments of those records,
or an accounting of disclosures.

(b) This part applies to all NSA/CSS
elements, field activities and personnel
and governs the release or denial of
any information under the terms of the

32 CFR Ch. | (7-1-13 Edition)

Privacy Act of 1974 (6 U.S.C. 552a), as
amended.

§322.2 Definitions.

Access. The review of a record or a
copy of a record or parts thereof in a
system of records by an individual.

Confidential source. A person or orga-
nization who has furnished information
to the federal government under an ex-
press promise that the person’s or the
organization’s identity will be held in
confidence or under an implied promise
of such confidentiality if this implied
promise was made before September 27,
1975.

Disclosure. The transfer of any per-
sonal information from a system of
records by any means of communica-
tion (such as oral, written, electronic,
mechanical, or actual review) to any
person, private entity, or government
agency, other than the subject of the
record, the subject’s designated agent
or the subject’s legal guardian.

Employees of NSA/CSS. Individuals
employed by, assigned or detailed to
the NSA/CSS. This part also applies to
NSA/CSS contractor personnel who ad-
minister NSA/CSS systems of records
that are subject to the Privacy Act.

FOIA Request. A written request for
NSA/CSS records, made by any person,
that either explicitly or implicitly in-
vokes the Freedom of Information Act
(FOIA) (5 U.S.C. 552), as amended. FOIA
requests will be accepted by U.S. mail
or its equivalent, facsimile, or the
Internet, or employees of NSA/CSS
may hand deliver them.

Individual. A living person who is a
citizen of the United States or an alien
lawfully admitted for permanent resi-
dence. The parent of a minor or the
legal guardian of any individual also
may act on behalf of an individual.
Corporations, partnerships sole propri-
etorships, professional groups, busi-
nesses, whether incorporated or unin-
corporated, and other commercial enti-
ties are not individuals.

Maintain. Includes maintain, collect,
use or disseminate.

Medical Records. Documents relating
to the physical care and treatment of
an individual.

Privacy Act Request. A written re-
quest containing a signature submitted
by a U.S. citizen or alien admitted for
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permanent residence for access to or
amendment of records on himself/her-
self which are contained in a PA sys-
tem of records. PA requests will be ac-
cepted via mail or facsimile, or NSA/
CSS employees may hand deliver them.
Digital signatures will be accepted via
the Internet by October 21, 2003. Until
then, PA requests will not be accepted
via the Internet. Requests received via
the Internet will not be acknowledged.
Regardless of whether the requester
cites the FOIA, PA, or no law, the re-
quest for records will be processed
under both this part and the FOIA. Re-
quests for amendments will be proc-
essed pursuant to the PA.

Personal information. The collection
of two or more pieces of information
that is about an individual: e.g., name
and date of birth, Social Security Num-
ber.

Personal notes. Notations created in
paper or electronic form for the con-
venience and at the discretion of the
originator, for the originator’s eyes
only, and over which NSA/CSS exer-
cises no control. Personal notes are not
agency records within the meaning of
the Privacy Act (PA) or the Freedom of
Information Act (FOIA). However, once
the personal note, or information con-
tained therein, is shared with another
individual, it becomes an Agency
record and is subject to the provisions
of the FOIA and, if appropriate, the
PA.

Psychological Records. Documents re-
lating to the psychological care and
treatment of an individual.

Record. Any item, collection, or
grouping of information, whatever the
storage media (paper, electronic, etc.)
about an individual or his or her edu-
cation, financial transactions, medical
history, criminal or employment his-
tory, and that contains his or her
name, or the identifying number, sym-
bol, or other identifying particular as-
signed to the individual, such as a fin-
gerprint, voice print, or a photograph.
The record must be in existence and
under the control of NSA/CSS at the
time a request is made.

Routine wuse. The disclosure of a
record outside NSA/CSS or the DoD for
a use that is compatible with the pur-
pose for which the information was col-
lected and maintained by NSA/CSS.

§322.3

The routine use must be included in
the published system of records.

System of Records. A group of records
under the control of a federal agency
from which personal information is re-
trieved by the individual’s name or by
some identifying number, symbol, or
other identifying particular assigned to
an individual

§322.3 Policy.

(a) The National Security Agency/
Central Security Service shall main-
tain in its records only such informa-
tion about an individual that is rel-
evant and necessary to accomplish a
purpose of the Agency, and that is re-
quired or authorized to be maintained
by statute or Executive Order. Infor-
mation about an individual shall, to
the greatest extent practicable, be col-
lected directly from the individual if
the information may result in adverse
determinations about the individual’s
rights, benefits, and privileges under
any Federal program. Records used by
this Agency in making adverse deter-
minations about an individual shall be
maintained with such accuracy, rel-
evance, timeliness and completeness as
is reasonably necessary to assure fair-
ness to the individual. The Agency
shall protect the privacy of individuals
identified in its records, and shall per-
mit an individual to request access to
personal information in records on
himself/herself and to request correc-
tion or amendment of factual informa-
tion contained in such records. These
policies are consistent with the spirit
and intent of the PA, and are subject
to exemptions under the Act, as de-
fined in §322.7, and legal requirements
to protect sensitive NSA information
such as the intelligence sources and
methods the Agency employs to fulfill
its mission.

(b) Pursuant to written requests sub-
mitted in accordance with the PA, the
NSA/CSS shall make records available
consistent with the Act and the need to
protect government interests pursuant
to subsections (d) and (k) of the Pri-
vacy Act. Oral requests for information
shall not be accepted. Before the Agen-
cy responds to a request, the request
must comply with the provisions of
this part.
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